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NAME

i pvsadm - Linux Virtual Server admnistration

SYNOPSIS

i pvsadm -AlE -t|u|f service-address [-s schedul er]

[-p [timeout]] [-M netmask]

i pvsadm -D -t|u|f service-address

i pvsadm -C

i pvsadm - R

i pvsadm -S [-n]

i pvsadm -ale -t|u|f service-address -r server-address
[-gli|m [-wweight] [-Xx upper] [-y |ower]

i pvsadm -d -t|u|f service-address -r server-address

i pvsadm -L|| [options]

i pvsadm -Z [-t|u|f service-address]

i pvsadm --set tcp tcpfin udp

i pvsadm --start-daenon state [--ntast-interface interface]
[--syncid syncid]

i pvsadm - - st op- daenon state

i pvsadm - h

DESCRIPTION

| pvsadn(8) is used to set up, maintain or inspect the vir-
tual server table in the Linux kernel. The Linux Virtua
Server can be used to build scalable network services
based on a cluster of two or nore nodes. The active node
of the cluster redirects service requests to a collection
of server hosts that will actually performthe services.
Supported features include two protocols (TCP and UDP),
three packet-forwardi ng nethods (NAT, tunneling, and
direct routing), and eight I|oad balancing algorithns

(round robin, weighted round robin, |east-connection
wei ghted |east-connection, |locality-based |east-connec-
tion, locality-based |east-connection wth replication

desti nati on- hashi ng, and source-hashi ng).

The command has two basic formats for execution

i pvsadm COMVAND [ prot ocol] servi ce-address
[ schedul i ng- met hod] [ persi stence options]

i pvsadm conmand [ protocol] service-address
server-address [packet-forwardi ng- et hod]
[ wei ght options]
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The first format mani pulates a virtual service and the
al gorithm for assignhing service requests to real servers.
Optionally, a persistent tineout and network mask for the
granularity of a persistent service may be specified. The
second format nani pul ates a real server that is associated
with an existing virtual service. Wen specifying a real
server, the packet-forwardi ng nethod and the wei ght of the
real server, relative to other real servers for the vir-
tual service, may be specified, otherw se defaults will be
used.
COVIVANDS
i pvsadm(8) recogni ses the commands descri bed bel ow. Upper -
case commands maintain virtual services. Lower-case com
mands nmaintain real servers that are associated with a
virtual service.
-A, --add-service
Add a wvirtual service. A service address is
uniquely defined by a triplet: IP address, port
nunmber, and protocol. Alternatively, a virtual ser-
vice nmay be defined by a firewall-mark

-E, --edit-service
Edit a virtual service.
-D, --delete-service

Delete a virtual service, along with any associ at ed
real servers.

-C, --clear
Clear the virtual server table.

-R, --restore
Restore Linux Virtual Server rules fromstdin. Each
line read fromstdin will be treated as the command

line options to a separate invocation of ipvsadm
Lines read from stdin can optionally begin with
"ipvsadm'. This option is useful to avoid execut-
ing a |large nunber or ipvsadm conmands when con-
structing an extensive routing table.
-S, --save

Dunp the Linux Virtual Server rules to stdout in a
format that can be read by -R/ --restore.

-a, --add-server
Add a real server to a virtual service.

-e, --edit-server
Edit a real server in a virtual service

-d, --delete-server
Renove a real server froma virtual service

-L, -1, --list
List the wvirtual server table if no argunment is
specified. If a service-address is selected, list
this service only. |If the -c option is selected,

then display the connection table. The exact out put
is affected by the other argunents given

-Z, --zero
Zero the packet, byte and rate counters in a ser-
vice or all services.
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--set tcp tcpfin udp

Change the timeout values used for [|PVS connec-
tions. This comand always takes 3 paraneters,
representing the tineout values (in seconds) for
TCP sessions, TCP sessions after receiving a FIN
packet, and UDP packets, respectively. A tineout
value 0 means that the current tineout value of the
corresponding entry is preserved.

--start-daenpn state

--stop-

Start the connection synchronization daenmon. The
state is to indicate that the daenon is started as
mast er or backup. The connection synchronization
daenmon is inplenented inside the Linux kernel. The
mast er daenon running at the primary | oad bal ancer
mul ti casts changes of connections periodically, and
the backup daenmon running at the backup | oad
bal ancers receives nulticast nessage and creates
correspondi ng connections. Then, in case the pri-
mary |oad balancer fails, a backup | oad bal ancer
will takeover, and it has state of alnpbst all con-
nections, so that alnost all established connec-
tions can continue to access the service.

daenon

Stop the connection synchroni zati on daenon

-h, --help

PARAVETERS

D splay a description of the comrand synt ax.

The commands above accept or require zero or nore of the
foll owi ng paramneters.
-t, --tcp-service service-address

Use TCP service. The service-address is of the form
host[:port]. Host nay be one of a plain |IP address
or a hostnane. Port may be either a plain port num
ber or the service name of port. The Port may be
omtted, in which case zero will be used. A Port
of zero is only valid if the service is persistent
as the -p|--persistent option, in which case it is
a wld-card port, that is connections wll be
accepted to any port.

-Uu, --udp-service service-address

Use UDP service. See the -t|--tcp-service for the
description of the service-address.

-f, --fwrark-service integer

Use a firewal |l -nmark, an integer value greater than
zero, to denote a virtual service instead of an
address, port and protocol (UDP or TCP). The nark-
ing of packets with a firewall-mark is configured

using the -m--mark option to iptables(8). It can
be wused to build a virtual service assoicated with
the sane real servers, covering mul tiple I P

address, port and protocol tripplets.
Using firewall-mark virtual services provides a
conveni ent nethod of grouping together different IP

3/10



addresses, ports and protocols into a single vir-
tual service. This is useful for both sinplifying
configuration if a |l arge nunber of virtual services
are required and groupi ng persistence across what
woul d ot herwi se be multiple virtual services.

-s, --schedul er schedul i ng- et hod
schedul i ng- met hod Algorithm for allocating TCP
connections and UDP datagrans to real servers.
Scheduling algorithnms are iinplenented as kernel
nodul es. Ten are shipped wth the Linux Virtual
Server:
rr - Robin Robin: distributes jobs equally anmongst
the avail abl e real servers.
wr - Weighted Round Robin: assigns jobs to real
servers proportionally to there real servers
wei ght. Servers with higher weights receive new
jobs first and get nobre jobs than servers with
| ower weights. Servers with equal weights get an
equal distribution of new jobs.
Ic - Least-Connection: assigns nore jobs to real
servers with fewer active jobs.
w ¢ - Weighted Least-Connection: assigns nore jobs
to servers with fewer jobs and relative to the rea
servers' weight (CG/W). This is the default.
Iblc - Locality-Based Least-Connection: assigns
jobs destined for the sane |IP address to the sane
server if the server is not overloaded and avail-
able; otherwise assign jobs to servers with fewer
jobs, and keep it for future assignnent.
I blcr - Locality-Based Least-Connection with Repli -
cation: assigns jobs destined for the sane IP
address to the | east-connection node in the server
set for the IP address. |If all the node in the
server set are over |oaded, it picks up a node with
fewer jobs in the cluster and adds it in the sever
set for the target. If the server set has not been
nodified for the specified tinme, the nost | oaded

node is renoved fromthe server set, in order to
avoi d hi gh degree of replication
dh - Destination Hashing: assigns jobs to servers

through looking up a statically assigned hash table
by their destination |IP addresses.

sh - Source Hashing: assigns jobs to servers
t hrough | ooking up a statically assigned hash table
by their source | P addresses.

sed - Shortest Expected Del ay: assigns an incom ng
job to the server with the shortest expected del ay.
The expected delay that the job will experience is

(G + 1)/ U if sent to the ith server, in which
G is the nunber of jobs on the the ith server and
U is the fixed service rate (wight) of the ith
server.

ng - Never Queue: assigns an incoming job to an
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idle server if there is, instead of waiting for a
fast one; if all the servers are busy, it adopts
the Shortest Expected Delay policy to assign the
j ob.

--persistent [tineout]

Specify that a wvirtual service is persistent. If
this option is specified, nultiple requests from a
client are redirected to the sanme real server
selected for the first request. Optionally, the
timeout of persistent sessions nay be specified
given in seconds, otherw se the default of 300 sec-
onds wll be used. This option nmay be used in con-
junction with protocols such as SSL or FTP where it
is inmportant that clients consistently connect with
the sanme real server

Note: If a virtual service is to handle FTP connec-
tions then persistence nust be set for the virtual
service if Direct Routing or Tunnelling is used as
the forwarding nechanism |f Masquerading is used
in conjunction with an FTP service than persistence
is not necessary, but the ip_vs ftp kernel nodul e
nust be used. This nodule nmay be manual ly inserted
into the kernel using insnod(8).

--net mask net mask

Specify the granularity wth which clients are
grouped for persistent virtual services. The
source address of the request is masked with this
netrmask to direct all clients froma network to the
sane real server. The default is 255.255. 255, 255,
that is, the persistence granularity is per client
host. Less specific netmasks may be used to resolve
probl ens with non-persistent cache clusters on the
client side.

--real -server server-address

Real server that an associ ated request for service
nmay be assigned to. The server-address is the host
address of a real server, and may plus port. Host
can be either a plain IP address or a hostnane.
Port can be either a plain port nunber or the ser-
vice nane of port. |In the case of the masqueradi ng
net hod, the host address is usually an RFC 1918
private | P address, and the port can be different
from that of the associated service. Wth the tun-
neling and direct routing methods, port nust be
equal to that of the service address. For norma
services, the port specified in the service
address will be used if port is not specified. For
fwrark services, port may be omtted, in which case
t he destination port on the real server will be the
destination port of the request sent to the virtual
servi ce.

[ packet - f or war di ng- et hod]

-g, --gatewaying Use gatewaying (direct routing).
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- W,

_X1

This is the default.
-i, --ipip Use ipip encapsulation (tunneling).

-m --masquer adi ng Use nmasquer adi ng (networ k
access translation, or NAT).
Not e: Regardl ess of the packet-forwardi ng necha-

nismspecified, real servers for addresses for
which there are interfaces on the local node will
be use the local forwarding nethod, then packets
for the servers wll be passed to upper |ayer on
the local node. This cannot be specified by
i pvsadm rather it set by the kernel as rea
servers are added or nodified.

--wei ght wei ght

Weight is an integer specifying the capacity of a
server relative to the others in the pool. The
valid values of weight are 0 through to 65535. The
default is 1. Quiescent servers are specified with

a wei ght of zero. A quiescent server wll receive
no new jobs but still serve the existing jobs, for
all scheduling algorithns distributed with the

Linux Virtual Server. Setting a quiescent server
may be useful if the server is overloaded or needs
to be taken out of service for maintenance.

--u-threshol d ut hreshol d

uthreshold is an integer specifying the upper con-
nection threshold of a server. The valid values of
uthreshold are O through to 65535. The default is
0, which neans the upper connection threshold is
not set. |If uthreshold is set with other val ues, no
new connections will be sent to the server when the
nunber of its connections exceeds its upper connec-
tion threshol d.

-threshold | threshol d

[threshold is an integer specifying the |ower con-
nection threshold of a server. The valid val ues of
Ithreshold are O through to 65535. The default is
0, which neans the |lower connection threshold is
not set. If Ithreshold is set wth other values,
the server wll receive new connections when the
nunber of its connections drops below its |ower
connection threshold. If Ithreshold is not set but
uthreshold is set, the server will receive new con-
nections when the nunber of its connections drops
bel ow three forth of its upper connection thresh-
ol d.

--ncast-interface interface

Specify the multicast interface that the sync mas-
ter daenon sends outgoing rmulticasts through, or
the sync backup daenon listens to for nmulticasts.

--syncid syncid

Specify the syncid that the sync nmaster daenon
fills in the Syncl D header while sending nmulticast
nessages, or the sync backup daenon uses to filter
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out mul ticast nessages not matched with the SynclD
value. The valid values of syncid are 0 through to
255. The default is 0, which neans no filtering at

all.

-Cc, --connection
Connection output. The list command with this
option will list current |IPVS connections.

--ti meout
Ti meout output. The list conmand with this option
will display the tineout values (in seconds) for

TCP sessions, TCP sessions after receiving a FIN
packet, and UDP packets.

- - daenon
Daenon information output. The list command with
this option will display the daenon status and its
nmul ticast interface.

--stats
Qut put of statistics information. The list command
with this option will display the statistics infor-
mati on of services and their servers.

--rate Qutput of rate information. The list conmand with
this option will display the rate information (such
as connecti ons/ second, byt es/ second and pack-
et s/ second) of services and their servers.

--threshol ds
Qut put of thresholds information. The list conmand
with this option will display the upper/lower con-
nection threshold information of each server in
service listing.

--persistent-conn
Qut put of persistent connection information. The
list command with this option will display the per-
sistent connection counter information of each
server in service listing. The persistent connec-
tion is used to forward the actual connections from
the sanme client/network to the same server.

--sort Sort the list of virtual services and real servers.
The virtual service entries are sorted in ascending
order by <protocol, address, port>. The real server
entries are sorted in ascending order by <address,
port >.

-n, --nuneric
Nuneric output. |P addresses and port nunbers will
be printed in nuneric format rather than as as host
names and services respectively, which is the
defaul t.

EXAMPLE 1 - Simple Virtual Service

The follow ng commands configure a Linux Director to dis-
tribute incomng requests addressed to port 80 on
207.175.44.110 equally to port 80 on five real servers.
The forwarding nethod used in this exanple is NAT, wth
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each of the real servers being masqueraded by the Linux
Di rector.
i pvsadm -A -t 207.175.44.110:80 -s rr
i pvsadm -a -t 207.175.44.110:80 -r 192.168.10.1:80 -m
i pvsadm -a -t 207.175.44.110:80 -r 192.168.10.2:80 -m
i pvsadm -a -t 207.175.44.110:80 -r 192.168.10.3:80 -m
i pvsadm -a -t 207.175.44.110:80 -r 192.168.10.4:80 -m
i pvsadm -a -t 207.175.44.110:80 -r 192.168.10.5:80 -m
Alternatively, this could be achieved in a single ipvsadm
command.
echo "
-A -t 207.175.44.110:80 -s rr
-a -t 207.175.44.110:80 -r 192.168.10.1:80 -m
-a -t 207.175.44.110:80 -r 192.168.10.2:80 -m
-a -t 207.175.44.110:80 -r 192.168.10.3:80 -m
-a -t 207.175.44.110:80 -r 192.168.10.4:80 -m
-a -t 207.175.44.110:80 -r 192.168.10.5:80 -m
" | ipvsadm -R
As masquerading is used as the forwardi ng mechanismin
this exanple, the default route of the real servers nust
be set to the linux director, which will need to be con-
figured to forward and masquerade packets. This can be
achi eved using the foll owi ng commands:
echo "1" > /proc/sys/net/ipvdl/ip_forward

EXAMPLE 2 - Firewall-Mark Virtual Service

The follow ng conmands configure a Linux Director to dis-
tribute incomng requests addressed to any port on
207.175.44. 110 or 207.175.44.111 equally to the corre-
spondi ng port on five real servers. As per the previous

exanple, the forwarding mnethod wused in this exanple is
NAT, with each of the real servers being masqueraded by
the Linux Director

i pvsadm-A -f 1 -s rr

i pvsadm-a -f 1 -r 192.168.10.1:0 -m

i pvsadm-a -f 1 -r 192.168.10.2:0 -m

i pvsadm-a -f 1 -r 192.168.10.3:0 -m

i pvsadm-a -f 1 -r 192.168.10.4:0 -m

i pvsadm-a -f 1 -r 192.168.10.5:0 -m

As masquerading is used as the forwardi ng mechanismin
this exanple, the default route of the real servers nust
be set to the linux director, which will need to be con-
figured to forward and masquerade packets. The real server

shoul d also be configured to
addr essed to any port on
207.175.44.111 with firewall-mark 1. If FTP traffic is to
be handled by this virtual service, then the ip _vs ftp
kernel nodul e needs to be inserted into the kernel. These
operations can be achi eved using the foll owi ng comuands:
echo "1" > /proc/sys/net/ipvd/ip_forward

nodpr obe i p_tabl es

i ptables -A PREROUTING -t mangle -d 207.175.44.110/31 -j

mark incomng packets
207. 175.44. 110 and

MARK - -set-nmark
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NOTES

The Li

FILES

/ proc/

nodprobe ip_vs _ftp

nux Virtual Server inplenents three defense strate-

gies against sonme types of denial of service (DoS)
attacks. The Linux Director creates an entry for each con-
nection in order to keep its state, and each entry occu-
pi es 128 bytes effective nmenory. LVS s vulnerability to a
DoS attack lies in the potential to increase the numnber
entries as nmuch as possible until the linux director runs
out of nmenory. The three defense strategies against the
attack are: Randomly drop sonme entries in the table. Drop
1/rate packets before forwarding them And use secure tcp
state transition table and short tineouts. The strategies
are controlled by sysctl variables and corresponding
entries in the /proc fil esystem

[ proc/sys/ net/ipva/vs/drop_entry

/ proc/sys/ net/ipva/vs/drop_packet

/ proc/ sys/ net/ipva/vs/secure_tcp

Valid values for each variable are 0 through to 3. The
default wvalue is 0, which disables the respective defense
strategy. 1 and 2 are automatic nodes - when there is no
enough available nenory, the respective strategy will be
enabl ed and the variable is automatically set to 2, other-
wise the strategy is disabled and the variable is set to
1. Avalue of 3 denotes that the respective strategy 1is
al ways enabl ed. The available nenory threshold and secure
TCP timeouts can be tuned using the sysctl variables and
corresponding entries in the /proc fil esystem

[ proc/sys/ net/ipv4/vs/ament hresh

[ proc/sys/net/ipv4/vs/timeout _*

net/ip_vs

[ proc/ net/ip_vs_app

/ proc/net/ip_vs_conn
/proc/net/ip_vs_stats

/ proc/ sys/ net/ipv4/vs/amdroprate

/ proc/sys/ net/ipva/vs/ament hresh

/ proc/ sys/ net/ipval/vs/drop_entry

/ proc/ sys/ net/ipv4/vs/drop_packet

/ proc/sys/ net/ipva/vs/secure_tcp

/ proc/ sys/net/ipv4/vs/timeout close

/ proc/ sys/ net/ipvd/vs/tinmeout cl osewait
/ proc/sys/ net/ipva/vs/timeout established
/ proc/sys/net/ipva4/vs/timeout finwait

/ proc/sys/net/ipv4/vs/timeout icnp

[ proc/ sys/net/ipv4/vs/timeout | astack

[ proc/sys/net/ipva/vs/timeout |isten

[ proc/sys/ net/ipv4/vs/timeout _synack
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/ proc/ sys/ net/ipv4/vs/timeout_synrecv
/ proc/ sys/ net/ipv4/vs/timeout _synsent
/ proc/ sys/net/ipv4/vs/timeout tinewait
/ proc/ sys/ net/ipv4/vs/timeout udp

SEE ALSO

The LVS web site ( http://ww.linuxvirtual server.org/ ) for
nore docunmentati on about LVS.
i pvsadm save(8), ipvsadmrestore(8), iptables(8),
i nsnod(8), nodprobe(8)
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